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BII'f'ore ~he

FEDERAL CDIftJNICATIDNS CDI'I'IISSIDN FCC MAIL ROOM
washing~on, D. c. 20554

In ~he na~~er o'f' )
)

~vision o~ Par~ 22 of ~he )
Co..lssion"s Rules Governing )
~he Public ~bil. Services )

OOCKET FILE COpy ORIGINAl
DC Docke~ 92-11~

Par~ 22.919

REPLIES TO PROPOSAL BY TIA AND CTIA RELATIVE TO
FIELD ESN I'tDDIFICATIONS

~ Co-.unica~ions(~C), a .-.11 .inori~y owned

independen~ Radio and Cellular Service Co~any, sub.i~s

~hese co...n~s in response ~o ~. pleading ~iled by TIA

and CTIA. we 5~rongly oppose ~he .adifica~ions ~o paragraph

22.919 ~ha~ TIA and CTIA have conspired ~oge~her to develop

and sub.i~ ~o ~he Co..ission. we will show ~ha~ this

proposed rule change is design ~o allow CTIA and its ..-bers

plus TIA"s ..-bers ~o ~urther .anopolize the cellular

~elephone indus~ry. They are trying ~o use ~h. FCC in the

guise of reducing fraud to give the- rules ~ha~ will put

...11 fir.s such as ourselves and ~housands of others out of

business. we have shown in previous filings tha~ this rule

change will cos~ consu.ers billions of dollars each year in

extra acc.ss charges. It will also preven~ con~r5 fro.

receiving high quality extension phone service in all .arkets

in the us.
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Passage of ~his rule modifica~ion will mean ~ha~ consumers

will be unable ~o have ~heir phones repaired since a nu.ber

of firms making cellular ~elephones have gone ou~ of or will

go ou~ of business leaving only independen~ firms ~o repair

~hese phones. O~hers will have ~o return ~heir phone ~o

3apan, Taiwan, or ~o o~her foreign coun~ries where ~he

-ajori~y of cellular ~elephone fac~ories are located for

sof~ware or ESN changes. For ~he hundreds of ~housands of

cus~omer ~ha~ have ESN"s ~ha~ have been reprogrammed for

various reasons including no~orola"s Express service will

have ~llegal phones according ~o TIA"s proposed rule.

The Small Business Adminis~ra~ion has wri~~en ~he Commission

and poin~s ou~ very effectively ~ha~ ~hese rule changes are

only orien~ed ~oward reducing compe~i~ion and will have no~

any impac~ on fraud which is wha~ ~he rule changes purpor~ ~o

fix. nos~ of ~he 30 million exis~ing cellular ~elephones can

have ~he ESN changed in -e.ory(RAM) via a serial da~a por~

~ha~ ~he manufactures have built in~o the ~elephones. A $30

sof~ware package or ~he no~o box (Exhibi~ 1) can permi~

anyone to change the ESN in seconds. Clearly these phones

which are made by Motorola, NEC, Audiovox, Mi~subishi, AT&T,

Sony, and GE can have their ESN"s changed in seconds.

Clearly these phones do not meet type accep~ance under the

old rules since "~he circui~ry tha~ provides ~he serial

number mus~ be isolated ••• " and -attempts to change the ESN

circuitry should render the mobile station inopera~ive" are

clearly no~ followed. Should ~he Commission pass this new
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rule ~hen i~ have ~o ex.-pt ~hese phones ~ro. i~ rules or

will ~orce a recall o~ .illions o~ cellular ~elephones.

O~h~wi.. ~h. Co..is.ion would b. guil~y o~ ••lective

.nf'orc_n~ i~ i~ jus~ directed its e~~or~s against ~ir..

such as ourselves. The pri-ary purpose o~ 22.919 is ~or

.anu~ac~urers to ~ollow these rules in the design and

~ype acceptance o~ cellular ~elephones.

Persons Mho want to illegally clone telephones will

draw ~ro.. the pool o~ 30 .illion eXisting phone and ~here'for.e

i~ is clear ~ha~ ~hese neN rules will have ~ i!pact in

er!~ry!!ng !raud. In ~act the cellular industry has ~urned

~o PIN ~ers to eli.inate ~raud (see attached Bell A~lan~ic

brochure - Exhibi~ 2) because they know the ESN nu.-ber is no~

secure. This is ~he sa.e approach that the banking and long

distance ~elephone industry have adopted. This will have a

.ajor i~act on ~raud.

In A~lanta ~here are dozens o~ 'fir.. openingly o~~ering

ex~ension phone service and have .adi'fied tens o'f thousands

D~ phones. These phones would be .ade illegal and the

co~rs would be 'federal cri.inals. In the thousands o'f

pages on the record rela~ive to this rule change, there is

not a single ex~le Mhere a legiti..te ~ir. reprogra...d a

phone that was used to steal cellular service. Also~ there

is no evidence that these telephones have crea~ed technical

probl.-s with the two carriers in Atlanta. We have operated
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extension telephones here in the Washington Area for B Yllars

And hAve hAd no probl-. nor have carriers ever coni;aci;1ICI us

. aboui; any i;roubIe ..

After reAding alaosi; a i;houSAnd pages Nritten by the various

pArties i;o i;his case, it crystal clear that i;h..e rule

changes are about aoney and i;he desire by the cellular

carriers and their lobby group, CTIA, plus TIA to prevent

co.petii;ion by independeni; 'fir.... I'f i;his rule is 'folloNed,

·i;hen i;he public Nill pay billions o'f dollars in excessive

charges.. See earlier PlTC and C2+ pei;itians where the these

cosi;.: figu,res are deriv&d ..

The chief use o'f this rule change is for the carrier to use

the ruling to threaten and in one case (Houston CellulAr)

went to court and got an injunction to put an extension

phone dealer oui; of business.. The carriers use the rule to

block advertising in such newspapers as i;he Atlanta

Constitution..

In all o'f the docu.entai;ion, there Nas no evidence produced

that any a'f the thousands of fir.. providing extension

phone service have ever been involving in stealing service..

Our extension cellular service is superior to i;he switch

based service offered by i;he carriers. All o'f our phones can

rOalll, i;he consu.er can have as aany phones as they like and

there is no aonthly charge ..

1'f the custo..r turns only one phone on at a ti.. (the
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carrier based service also requires 'this) 'then 'there is

na overhead or probllltllS caused to 'the syst_. t1cCa" clai..

that 'there is additional overhead on 'the sys't_ should a

cus'tolM!r disobey 'their contrac't and have 'tNQ 'telephones on a

ti... Because regis'tration is a background co~u'ter 'task to

aid in call delivery, Me believe any cos't NOuld be very

5 ..11. Because of UPS is a large cellular user, 'the carriers

off'er UPS ellployees cellular access fee f'or $4/tmn'th. This

including billing, credi't, collec'tion, 'the ad.inis'tra'tion of

'the 'telephone line, profi't and overhead. Here in Washing'ton,

lSI is offering service 'to all co..rs for $9.95 per .an'th.

1't is clear 'to us 'tha't the ac'tual cos't for doing regis'tration

NOuld be pennies. As sho"" in our previous co_nts,

carriers are charging $20 'to $30 per ex'tension phone Nhich is

ou'trageous. Should 'the FCC na't roll back its rules, then the

effec't "ill be 'to help 'the carriers grossly over charge

cus'to..rs.

In conclusion, Ne believe 'tha't 'the Co.-ission should rejec't

'the changes offered by CTIA and TIA. We believe the

Co.-ission should allow ESN changes in the field prOVided 'the

follOWing conditions be ..'t:

1. The person doing 'the reprogra.-ing should be a licensed

FCC 'technician.

2. The cus'tolM!r .us't sign an agr....n't tha't they ",ill 'turn

only one phone on a't 'ti...

3. The cus'to..r .us't provide iden'tification such as a

driver"s license and a valid cellular contract.
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11. G. Heavener

President
~C CO-.unlcatlons Box
2171 Gaithersburg,
"aryland

phane.

change be i ~ ~or .ain~.nance purposes or ~or an ex~.nsian

glad ~o na~i~y ~he carrier ~ha~ He have .ade an ESN

CTIA.

no~ change the part 22.919 af the rules as requested TIA and

interest a~ the public. We there~ore urge the Co_issian to

We beli8Ve ~ha~ per.i~~ing ESN changes by 18Qi~iaa~e ~ir..

such as ourselves under the above candi~ions is in the best

4. Should ~he FCC per.i~ ex~ension phones ~hen Me MOuld be
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I, MiC~G. Heavener, hereby certify that on this 3nd
day of·~ 1995 copies of these comments were sent by
u.s. mail, postage prepaid, to the following parties:

Grier C. Racklin
Gardner, Carton & Douglas
1301 K Street, N. W>
suite 900, East Tower
Washington, D. C. 20005

Michael F. Altschul
Staff Counsel
CTIA
1250 Connecticut Avenue, N.W. , suite 200
washington, D. C. 20036

Michael G. Heavener

EXHIBIT 1



April 1995. C. E"''' UL."'''' ~~, "'::r
p

Reader Service No. 73 u ,.~ ~

\':2)lOGRA ESN ND NAM •
.,,«EASILY PROGRAMS"RENTALS OR- LOANERS. .'

,,~REACTIVATE DEAD CELLULAR PHONES • TUNE AND PEAK YOUR
~-~''''.:·.CELLULAR PHONES ~ REPAIR LOANER &: OOOFFFFF. •

.~/.,../

roO] CallNow! ./

'1, 995 t·'OO~'t9·'979 Ext. 2·
....... • CELLSOFT

'~~,"
',@,
~~;",,,,.
:j~\,~t;
.\:r'''''' ' .

.,~fprograms available for the following brands:

·~~~{~:'Motorola· • A~ioYox .• ,Uniclen • Mitsubishi • NEe ~.~. .'.
;~;;Ericsson '. Panasonic • Sony • DlamonTel • GE

r'~NSION PBONEPROG~G SERVICES AVAIlABIEI
::~ .':- .~ Dealer volume dIScount program .>~~ .
·'I1lilU-h

="'~f'~~m Marketing LLC dba CELLSOFT· 100 Springdale Rd., /1.3·113· Cherry Hill, NJ 08003
"';;"'.\ .:'." \,'..', . . ,

~\\~;~'~~J;';""" .

{,.(~,.' .. 'CELLULAR SIOI'·
··'~,QNES •••The Easy. Way

••.·t'i,,,.·.··· ..... • lot'

~~~~,~~y()~~ ~rofit!,,~rgln i.n a highly competitive mar~et

.,I~·,N~r~~~d Ince'1pves .comlng from your c~lIular carn~rl .

ilC:QPY{CAyeI ~ Stand-alonepro~er (only 10 oz.)
'. ·;·"':'\)'}::::.:.::!;.:y~~:~;, ..,~~.iJiif )t." No computer required to program

.. ~~:r~".,., .. ,.,,!,..... ).~. Complete with programming cables

;~ Easy-to-use instructions
>~ 24-hour tel~pho~e tech support
;;., .Easy-to-read digital display ,
.>i Simple alpha/numeric keypad t·. .

~~ Self-contained, battery operated
>~ Completely mobUe--can be field
.-et~~by any employee



Q. How can I tell if I've become a victim of
fraud? '

A. There are some things customers can do
to spot potential fraud. First, look for
unusual calls or activity on your monthly
bill. Second, ifyou begin receiving a large
number of wrong number or "hang up"
calls on your cellular phone, it may indi
cate someone else is fraudulently using
your number..

Here are some other ideas to help prevent
cellular fraud:

• Just as you protect your credit card and
calling card numbers, protect sensitive
documents (such as subscriber agree
ments) which include electronic serial
and mobile telephone numbers.

• Lock the phone or remove the handset
and cellular antenna before leaving your
vehicle in the care of someone you don't
knovv.

• When leaving your vehicle in an isolated
or high-risk area, remove the phone or
lock it out of sight.

• Immediately report a stolen phone to
your cellular carrieL

• Only allow reputable cellular service
technicians install or test your phone.
Bell Atlantic Mobile offers installation
and service facilities at our
Communications Store locations
throughout the U.S., and a wide variety
of authorized dealers.

TO ESTABLISH YOUR PIN
CALL 1-800:-3n-8379
(l-800-FRAUDRX) OR
*999 FROM YOUR

CELLULAR PHONE
24 HOURS A DAY,
7 DAYS A WEEK

WE APPRECIATE YOUR
TEAMING WITH US TO

COMBAT FRAUDI

@BeIIAtlantic Mobile
THE HEARJ OF COMMUNICATION-

't:~ ~\~" T. Z-

CELLUlAR
FRAUD

AND
WHAT YOU

CANDO
TO

PROTECf
YOUR PHONE.

@ Bell Atlantic Mobile

CF-2J95



COMBAT CEllULARFRAUD WITIlPINs!

You've probablyseen or heanl stories about the
growth ofcellularphone fraud and the inconve
nience it causes customers. In fact, ithas become
an increasinglyserious problem across the nation,
costing the cellular indusnyovera million dollars
a day. AtBell Atlantic Mobile, we arevery con
cerned about fraud and are proactively combating
it at allleve1s to protectyou andyour service.

In order to best provide you with security against
cellular thieves, Bell Atlantic Mobile 5 providing
yoUr cellularphone with a Personal Identification
Number (PIN).

The PIN feature has been proven to deter fraudu
lent use because it 5 a personal number, chosen by
the customer. It provides'you with the same pr0

tection you get from yourATM or calling card.
Similar to using both of these, the feature requires
you to dial your PIN for each call placed from your
cellular phone.

Cellular fraud 5 a crime, and PINs arejust one '
weaponBell Atlantic Mobile 5 using to combat
cellular fraud To find out more about cellular
fraud, how to choose your PIN, and how to utilize
the feature effectively, please read the following
Questions & Answers.

HOW CELLULARFRAUD AFFECTS YOu.

Q.How does cellular fraud occur?

A CeUularfraud most often ocaus in thefonn of
"cloned"phones.'Using electronic devicts, cellular
thieves can "read"your1U1ique cellularphone
numberandyOlU~ Electronic Serial
Number (FSN).1his information is then pr0

grammed into anoth£rphoneforfraudulent Use,

which ends upgetting chmged toyouraccount. m
like someonegettingyour charge aurl and mak
ing multipleW'IQUthori.zed charges againstyour
account.

Q. How~ective are PINs in preventing fraud?

A Becauseyour PIN code travels overadifferent .
radioJrequency. whenyou place acallyou make
it hanJufor thieves to useyourcellularphone
numberfrcnu:lu1entl)t Your cellularnwnbercan
still be cloned and used in aPINfeoture market,
and used in amarket orsystem that does not
require aPIN. But this four-digit code reduces the
likelihood thatyou will become avictim of
cellularfraud.

WHAT YOU NEED TO KNOW TO SET UP
AND USE YOUR PIN.

Q. How do Iestablish my Personal Identification
Number (pIN)

A Call 1-800-372-8379 (l-800-FRAUDRX) or
*999fromyour cellularphone (24 hours a~
7days aweek), and one ofourCustomer Service
Representatives will activate yourfour-digit PIN.
Please note, the PIN code cannot be 1234,
4321, the lastfour digits ofyourmobile numbeJ;
or all the same digits (i.e. 1111 or5555). Keep in
mind that the numberyou choose should be easy
foryou to mnembet; since we do not keep awrit
ten record ofyourPIN onfile.
YourPINneeds to mriain conjidtntial; at no time
will BellAtlantic Mobile employees evercontact
you to verifyyour PIN.

Q. Once Ihave establishedmy PIN, How do I
use it to make calls?

A For outgoing calls, enter the numberyou are
calling. press send, afteryou hear two quick

rings, enteryourPIN, andpress soulagain.
Your call will then beplaced. You will have30
seconds to enteryour PIN. Ifyou do not enter
yourPINwithin that time. orY9U entera
wrong PIN, you will hearafast'busy tone and
your call will not beplaced. •
Depending on the type ofphoneyou have, you
may have the capability to storeyourPIN code
inmemoryfor easy retrieval using "link dial
ing". Please call 611 for details.
For infonnation on how to make Wireless Data
or Fax calls with the PIN, please
call 1-800-372-8379 (l-800-FRAUDRX) or
*999 fromyour cellularphone. '

Q. VJill I need to utilize my PIN when Iam
traveling outside my home calling area?

A Yes, the PIN is required when you roam in Bell
Atlantic Mobile markets.
It may also be required whenyou travel in other
markets as well. Depending on the marketyou
are roaming in, you will hear a two-ring
prompt ora local prompt Ifyou do not hear a
prompt, your PIN will not be required in that
market.

Q. What do I do if I forget my PIN code?

A Call 1-800-372-8379 (l-800-FRAUDRX) or
*999 and speak to one ofour CustomerService
Representatives to establish anew PIN.

Q. Are there any charges associated with the PIN?

A There is no chargefor using the PINfeature.
The average time to enter aPIN is less than 6
seconds. However; we have allowed a30 seamd
window to enteryourPINwhich could add
additional billable time toyour call.


